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(57) ABSTRACT

Technologies are generally described for measuring packet
processing time of a remotely connected host device. Accord-
ing to some examples, link capacity may be measured to
estimate the packet processing time (PPT). The capacity of
the link connected to a host may be measured through active
probing with the hosts time-stamping each probing packet
after receiving it. Thus, PPT information may be included in
the packet receiving process and the processes that the packet
undergoes defined by the nature of different computing appli-
cations, time-stamping a packet is an example of a process
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MEASUREMENT OF PACKET PROCESSING
TIME OF END HOSTS THROUGH
ESTIMATION OF END LINK CAPACITY

CROSS-REFERENCE TO RELATED
APPLICATION

This Application is the U.S. National Stage filing under 35
U.S.C. 371 of PCT Application No. PCT/US2012/
062586 filed on Oct. 30, 2012.

BACKGROUND

Unless otherwise indicated herein, the materials described
in this section are not prior art to the claims in this application
and are not admitted to be prior art by inclusion in this section.

Network latency in a packet-switched network may be
measured one-way (the time from the source sending a packet
to the destination receiving the packet) or round-trip (the
one-way latency from source to destination plus the one-way
latency from the destination back to the source). While round-
trip latency is more often used, because it can be measured
from a single point, it may obscure/hide the amount of time
that a destination system spends processing the packet. Some
software platforms employ pinging that can be used to mea-
sure round-trip latency. Pinging performs long packet pro-
cessing; it merely sends a response back when it receives a
packet.

However, a typical packet may be forwarded over many
links via many gateways, each of which may not begin to
forward the packet until it has been completely received. In
such networks, the minimal latency may be defined as the sum
of'the minimum latency of each link added to the transmission
delay of each link. This latency may be further increased by
queuing and processing delays. Queuing delays may occur
when a gateway receives multiple packets from different
sources heading towards the same destination. Since typically
only one packet can be transmitted at a time, some of the
packets may be queued for transmission, incurring additional
delay. Processing delays are incurred while a gateway deter-
mines what to do with a newly received packet. The combi-
nation of propagation, serialization, queuing, and processing
delays may often produce a complex and variable network
latency profile.

The measurement of packet processing time—a compo-
nent of total network latency—in a host may involve a com-
plex setup. The complexity may increase if the host is
remotely placed from the administrator (e.g., as in a cloud).

SUMMARY

The present disclosure generally describes techniques for
measuring packet processing time of end hosts through esti-
mation of end link capacity, where the end link of a host may
be the link directly connected to the host under measurement.

According to some examples, a method for measuring
packet processing time of end hosts through estimation ofend
link capacity is described. An example method may include
transmitting a compound probe comprising two or more
packets from a source host to a destination host, enabling the
compound probe to be time-stamped at each host upon being
received, and/or estimating the packet processing time based
on time-stamp values of the compound probe.

According to other examples, a computing device for mea-
suring packet processing time of end hosts through estimation
of end link capacity is described. An example computing
device may include a communication module configured to
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communicate with a plurality of other computing devices
over one or more networks, a memory configured to store
instructions, and a processor configured to execute a packet
processing timing module. The packet processing timing
module may transmit a compound probe comprising a train of
probe packets from a source host to a destination host,
enabling the probe packets to be time-stamped at each host
upon being received, and estimate the PPT based on time-
stamp values of the probe packets.

According to yet other examples, a computer-readable
storage medium with instructions stored thereon for measur-
ing packet processing time of end hosts through estimation of
end link capacity is described. The instructions may cause a
method to be performed when executed. The method may
include transmitting a compound probe comprising two or
more packets from a source host to a destination host,
enabling the compound probe to be time-stamped at each host
upon being received, and/or estimating the packet processing
time based on time-stamp values of the compound probe.

The foregoing summary is illustrative only and is not
intended to be in any way limiting. In addition to the illustra-
tive aspects, embodiments, and features described above, fur-
ther aspects, embodiments, and features will become appar-
ent by reference to the drawings and the following detailed
description.

BRIEF DESCRIPTION OF THE DRAWINGS

The below described and other features of this disclosure
will become more fully apparent from the following descrip-
tion and appended claims, taken in conjunction with the
accompanying drawings. Understanding that these drawings
depict only several embodiments in accordance with the dis-
closure and are, therefore, not to be considered limiting of its
scope, the disclosure will be described with additional speci-
ficity and detail through use of the accompanying drawings,
in which:

FIG. 1 is a diagram of an illustrative example network
communication system, where packet processing time of end
hosts may be measured through estimation of end link capac-
ity;

FIG. 2 illustrates an example end-to-end one way delay
(OWD) of a packet P over a single-hop path;

FIG. 3 illustrates conceptually use of a compound probe for
measuring packet processing time of end hosts through esti-
mation of end link capacity;

FIG. 4 illustrates a general purpose computing device,
which may be used to implement measurement of packet
processing time of end hosts through estimation of end link
capacity;

FIG. 5 is a flow diagram illustrating an example method for
measuring packet processing time of end hosts through esti-
mation of end link capacity that may be performed by a
computing device such as the device in FIG. 4; and

FIG. 6 illustrates a block diagram of an example computer
program product for implementing measurement of packet
processing time of end hosts through estimation of end link
capacity;

all arranged in accordance with at least some embodiments
described herein.

DETAILED DESCRIPTION

In the following detailed description, reference is made to
the accompanying drawings, which form a part hereof. In the
drawings, similar symbols typically identify similar compo-
nents, unless context dictates otherwise. The illustrative
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embodiments described in the detailed description, drawings,
and claims are not meant to be limiting. Other embodiments
may be utilized, and other changes may be made, without
departing from the spirit or scope of the subject matter pre-
sented herein. It will be readily understood that the aspects of
the present disclosure, as generally described herein, and
illustrated in the Figures, can be arranged, substituted, com-
bined, separated, and designed in a wide variety of different
configurations, all of which are explicitly contemplated
herein.

This disclosure is generally drawn, inter alia, to methods,
apparatus, systems, devices, and/or computer program prod-
ucts related to measuring packet processing time of end hosts
through estimation of end link capacity.

Briefly stated, technologies are generally described for
measuring packet processing time of a remotely connected
host device. According to some examples, link capacity may
be measured to estimate the packet processing time (PPT).
The capacity of the link connected to a host may be measured
through active probing with the host’s time-stamping each
probing packet after receiving it. Thus, PPT information may
be included in the packet receiving process and the processes
that the packet undergoes defined by the nature of different
computing applications, time-stamping a packet is an
example of a process that involves processing time.

FIG. 1 is a diagram of an illustrative example network
communication system, where packet processing time of end
hosts may be measured through estimation of end link capac-
ity, arranged in accordance with at least some embodiments
described herein.

Diagram 100 shows a number of different host devicesin a
networked environment. Network 110 may represent one or
more networks including, but not limited to, wired, wireless,
public, enterprise, secure, non-secure, networks. A number of
host devices such as desktop computers, laptop computers,
portable computers, smart phones, and the like, may commu-
nicate with other computing devices over the network 110.

In an example configuration, groups of host devices 106
may access the network through one or more specialized
devices (e.g., routers 108) and/or servers 104. Switches 112
may direct data packets to their destinations over other
switches, servers, and other nodes. In some examples, a cen-
tralized control server may manage network operations,
redundancies, reliability, etc. In other examples, network
management may be distributed over a number of servers.

Some bandwidth and delay measurement schemes involve
prior knowledge of link capacities of an end-to-end path,
which may not a practical assumption. Other schemes may
send probing packets but in a loose manner such that the
results tend to be noisy and inaccurate. Dispersion gaps of
such probes may include very little information about the
end-to-end path.

Packet processing Time (PPT) of an end host (e.g., a work-
station) is the time elapsed between the arrival of a packet in
the host’s input queue (i.e., data-link layer of the TCP/IP
suite) and the time the packet is processed by the application
layer. During this time, the packet may be transferred from the
end host’s input queue of the network interface card (NIC) to
the main memory before it gets time stamped at the applica-
tion layer. As link rates increase to values faster than process-
ing speeds, PPT is playing an increasingly visible role in the
measurement of different network parameters.

A system according to some embodiments may measure
PPT in end hosts (106) over multiple-hop network paths. The
capacity measurement of a link connected to the end-hosts
(end link) may be based on intra-probe gap measurement
using a compound probe. The compound probe may be a set
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of two packets sent back-to-back, where the sizes of the
packets may be predefined. Probing may be repeated under
different path configurations and/or high network congestion
conditions to enhance measurement robustness.

FIG. 2 illustrates an example end-to-end one way delay
(OWD) of a packet P over a single-hop path, arranged in
accordance with at least some embodiments described herein.

Measurement of one way delay (OWD) is an example of a
parameter that PPT may impact substantially. Diagram 200
illustrates the OWD of packet P 224 over an end-to-end path,
between a source (src) host 220 and a destination (dst) host
230. As shown in diagram, the packet P 224 may traverse
different layers of IP protocol stack at both end hosts (220,
230) in the OWD measurement process. Transmission time
(tr), propagation time (tp), and queuing time (tq) (at interme-
diate nodes) of packet P 224 may take place over the physical
link 234.

Packet P 224 may be time-stamped upon creation at source
host 220 (PPTsrc 222) and upon receiving at destination host
230 (PPTdst 232) at the application layers of the hosts. [f PPT
is considered negligible, OWD may be estimated as:

OWD'=tp+ir+tg. ]

However, the actual OWD experienced by packet P 224
from source host 220 to destination host 230 may be
expressed as:

OWD=PPTsrc+tp+tr+tq+PPTdst 2]

The measured OWD, which may also be referred to as host
time over the src-dst path, may be mainly determined by tr
and tp. As data rates increase, the contribution of tr may
decrease, and the error in the measurement of OWD for
different packet sizes over a 100-Mb/s link may be large if
PPTs are neglected.

Table 1 shows some example errors for different packet
sizes, where Error=(OWD-0OWD")*100/OWD', tp=tq=~0, and
hosts have small PPTs (e.g., 1 ps/host). As depicted in the
table, the error may be up to 125% for a minimum-size IP
packet (i.e., 20 bytes). Thus, PPT may need to be considered
in the measurement of OWD for fast links to avoid lame
errors.

TABLE 1
Errors in OWD measurement due to PPT of end hosts
Packet Size
(bytes) tr (us) Total PPT (us) Error (%)
1500 120 2 1.67
1000 30 2 2.5
500 40 2 5
100 8 2 25
40 3.2 2 62.5
20 1.6 2 125

In an example system PPT of end hosts may be measured
using end link capacity measurement, which may be feasible
on different path configurations. Large amount of probing
load may not be needed to measure PPT accurately even with
different path configurations and under high network conges-
tion conditions in the network. The measurement may be
independent of the distance and of the level of network con-
gestion or network traffic of a path.

FIG. 3 illustrates conceptually use of a compound probe for
measuring packet processing time of end hosts through esti-
mation of end link capacity, arranged in accordance with at
least some embodiments described herein.
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A system according to some embodiments, as shown in
diagram 300, may measure PPT in end hosts over multiple-
hop network paths. The capacity measurement of a link con-
nected to the end-hosts (end link) may be based on intra-probe
gap measurement using a compound probe 348. The com-
pound probe may be a set of two packets (P,1, P,2) sent
back-to-back from source 342 to destination 346, where the
sizes of the packets may be predefined. Nodes 344 represent
intermediate hosts, which may be configured as multiple
paths. Probing may be repeated under difterent path configu-
rations and/or high network congestion conditions to enhance
measurement robustness. The packet sizes may be engineered
to define properties of the dispersion gaps.

In a system employing link-capacity measurement based
PPT estimation, if the capacity of the link connected to a host
can be measured accurately through active probing, PPT of
the host may be calculated from the measured capacity value
without using any specialized hardware. Active measurement
method includes hosts to time-stamp each probing packet
after receiving it. Therefore, PPT information is included in
the packet receiving process while time-stamping a packet.

As discussed above, two trains of probing packets may be
sent as the compound probe 348 using different packet sizes
over an end-to-end path from source 342 to destination 346.
Compound probes may arrive at the destination 346 with a
zero-dispersion gap (i.e., no separation) and the intra-probe
gap values may be used to determine the capacity of the end
link. Because the measured intra-probe gap values include
PPT at the destination node—a constant parameter—, PPT
may be measured from the linear relationship between the
intra-probe gap and packet size of the compound probes
offset by a constant value.

Embodiments may be implemented via combinations of
hardware and software components. The software compo-
nents may include existing or new communication or signal-
ing systems. Moreover, embodiments are not limited to
example network systems, but may be implemented in any
network system that employs packet-based communications
between end hosts.

While embodiments have been discussed above using spe-
cific examples, components, scenarios, and configurations in
FIG. 1 through FIG. 3, they are intended to provide a general
guidelineto be used for implementing measurement of packet
processing time of end hosts through estimation of end link
capacity. These examples do not constitute a limitation on the
embodiments, which may be implements using other compo-
nents, optimization schemes, and configurations using the
principles described herein.

FIG. 4 illustrates a general purpose computing device,
which may be used to implement measurement of packet
processing time of end hosts through estimation of end link
capacity, arranged in accordance with at least some embodi-
ments described herein. In a very basic configuration 402,
computing device 400 typically includes one or more proces-
sors 404 and a system memory 406. A memory bus 408 may
be used for communicating between processor 404 and sys-
tem memory 406.

Depending on the desired configuration, processor 404
may be of any type including but not limited to a micropro-
cessor (LP), a microcontroller (uC), a digital signal processor
(DSP), or any combination thereof. Processor 404 may
include one more levels of caching, such as a level cache
memory 412, a processor core 414, and registers 416.
Example processor core 414 may include an arithmetic logic
unit (ALU), a floating point unit (FPU), a digital signal pro-
cessing core (DSP Core), or any combination thereof. An
example memory controller 418 may also be used with pro-
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cessor 404, or in some implementations memory controller
418 may be an internal part of processor 404.

Depending on the desired configuration, system memory
406 may be of any type including but not limited to volatile
memory (such as RAM), non-volatile memory (such as
ROM, flash memory, etc.) or any combination thereof. Sys-
tem memory 406 may include an operating system 420, one
or more applications 422, and program data 424. Application
422 may be a network management application, network
testing application, or comparable ones and include a PPT
estimation module 426 that is arranged to measure packet
processing time of end hosts through estimation of end link
capacity. Program data 424 may include one or more of
timing data 428 and similar data as discussed above in con-
junction with at least FIG. 1 through 3. This data may be
useful for measuring packet processing time of a remotely
connected host device as is described herein. This described
basic configuration 402 is illustrated in FIG. 4 by those com-
ponents within the inner dashed line.

Computing device 400 may have additional features or
functionality, and additional interfaces to facilitate commu-
nications between basic configuration 402 and any required
devices and interfaces. For example, a bus/interface control-
ler 430 may be used to facilitate communications between
basic configuration 402 and one or more data storage devices
432 via a storage interface bus 434. Data storage devices 432
may be removable storage devices 436, non-removable stor-
age devices 438, or a combination thereof. Examples of
removable storage and non-removable storage devices
include magnetic disk devices such as flexible disk drives and
hard-disk drives (HDD), optical disk drives such as compact
disk (CD) drives or digital versatile disk (DVD) drives, solid
state drives (SSD), and tape drives to name a few. Example
computer storage media may include volatile and nonvolatile,
removable and non-removable media implemented in any
method or technology for storage of information, such as
computer readable instructions, data structures, program
modules, or other data.

System memory 406, removable storage devices 436 and
non-removable storage devices 438 are examples of com-
puter storage media. Computer storage media includes, but is
not limited to, RAM, ROM, EEPROM, flash memory or other
memory technology, CD-ROM, digital versatile disks (DVD)
or other optical storage, magnetic cassettes, magnetic tape,
magnetic disk storage or other magnetic storage devices, or
any other medium which may be used to store the desired
information and which may be accessed by computing device
400. Any such computer storage media may be part of com-
puting device 400.

Computing device 400 may also include an interface bus
440 for facilitating communication from various interface
devices (e.g., output devices 442, peripheral interfaces 444,
and communication devices 466) to basic configuration 402
via bus/interface controller 430. Example output devices 442
include a graphics processing unit 448 and an audio process-
ing unit 450, which may be configured to communicate to
various external devices such as a display or speakers via one
or more A/V ports 452. Example peripheral interfaces 444
include a serial interface controller 454 or a parallel interface
controller 456, which may be configured to communicate
with external devices such as input devices (e.g., keyboard,
mouse, pen, voice input device, touch input device, etc.) or
other peripheral devices (e.g., printer, scanner, etc.) via one or
more 1/O ports 458. An example communication device 466
includes a network controller 460, which may be arranged to
facilitate communications with one or more other computing
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devices 462 over a network communication link via one or
more communication ports 464.

The network communication link may be one example of a
communication media. Communication media may typically
be embodied by computer readable instructions, data struc-
tures, program modules, or other data in a modulated data
signal, such as a carrier wave or other transport mechanism,
and may include any information delivery media. A “modu-
lated data signal” may be a signal that has one or more of its
characteristics set or changed in such a manner as to encode
information in the signal. By way of example, and not limi-
tation, communication media may include wired media such
as a wired network or direct-wired connection, and wireless
media such as acoustic, radio frequency (RF), microwave,
infrared (IR) and other wireless media. The term computer
readable media as used herein may include both storage
media and communication media.

Computing device 400 may be implemented as a portion of
a physical server, virtual server, a computing cloud, or a
hybrid device that include any of the above functions. Com-
puting device 400 may also be implemented as a personal
computer including both laptop computer and non-laptop
computer configurations. Moreover computing device 400
may be implemented as a networked system or as part of a
general purpose or specialized server.

Networks for a networked system including computing
device 400 may comprise any topology of servers, clients,
switches, routers, modems, Internet service providers, and
any appropriate communication media (e.g., wired or wire-
less communications). A system according to embodiments
may have a static or dynamic network topology. The networks
may include a secure network such as an enterprise network
(e.g.,aLAN, WAN, or WLAN), an unsecure network such as
a wireless open network (e.g., IEEE 802.11 wireless net-
works), or a world-wide network such (e.g., the Internet). The
networks may also comprise a plurality of distinct networks
that are adapted to operate together. Such networks are con-
figured to provide communication between the nodes
described herein. By way of example, and not limitation,
these networks may include wireless media such as acoustic,
RF, infrared and other wireless media. Furthermore, the net-
works may be portions of the same network or separate net-
works.

FIG.5is a flow diagram illustrating an example method for
measuring packet processing time of end hosts through esti-
mation of end link capacity that may be performed by a
computing device such as the device in FIG. 4, arranged in
accordance with at least some embodiments described herein.

Thus, controller device 510 may be embodied as comput-
ing device 400, or similar devices executing instructions
stored in computer-readable medium 520 for performing the
method. A process of measuring packet processing time of
end hosts through estimation of end link capacity may include
one or more operations, functions or actions as is illustrated
by one or more of blocks 522, 524, 526, and/or 528.

Some example processes may begin with operation 522,
“TRANSMIT ACOMPOUND PROBE OF TWO OR MORE
PACKETS FROM A SOURCE HOST TO A DESTINATION
HOST”. At operation 522, a train of probe packets may be
sent from the source host 342 to the destination host 346.

Operation 522 may be followed by operation 524,
“ENABLE THE COMPOUND PROBE TO BE TIME-
STAMPED AT EACH HOST UPON BEING RECEIVED.”
At operation 524, the probe packets may be time-stamped
upon receipt at the host.

Operation 524 may be followed by optional operation 526,
“OFFSET THE ESTIMATED PACKET PROCESSING
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8
TIME BY A PREDEFINED CONSTANT VALUE BASED
ON A TYPE OF THE DESTINATION HOST”. At optional
operation 526, the PPT estimation module 426 may offset the
computed value by a constant value. The constant value may
be predefined based on destination host type(s).

Optional operation 526 may be followed by operation 528,
“ESTIMATE THE PACKET PROCESSING TIME BASED
ON TIME STAMP VALUES OF THE COMPOUND
PROBE”. At operation 528, a PPT estimation module may
compute the estimated PPT based on the time stamp values. In
some examples, an affected-gap filtering scheme may be
executed before operation 528. The affected-gap filtering
scheme may be iterative and may include optional iterations,
depending on the quality of the sampled data (e.g., whether it
has too much noise or not).

To remove errors, the filtering scheme may first identify the
smaller and frequent intra-probe gaps in a sampled set to
determine the level of packet-processing jitter, and then com-
pute the standard deviation of the sampled set to find a range
of acceptable (i.e., unaffected by cross traffic) intra-probe
gaps. Following are steps for an example filtering technique
on the affected intra-probe gaps in a sampled set: (1) identify
the smallest intra-probe gap of the sampled set; (2) determine
the frequencies of intra-probe gaps (i.e., histogram) in the
sampled set; (3) select the smallest intra-probe gap that
appears with the highest frequency; (4) estimate the intra-
probe gap variations, or packet processing jitter, and discard
data elements in the sampled set that are greater than the sum
of the peak gap (step 3) and the variation of the gaps; (5)
compute the average intra-probe gap and the standard devia-
tion of the new sampled set (after step 4); and (6) determine
the lower and the upper bounds of the intra-probe gaps.

The operations included in the process of FIG. 5 described
above are for illustration purposes. Measurement of packet
processing time of end hosts through estimation of end link
capacity may be implemented by similar processes with
fewer or additional operations. In some examples, the opera-
tions may be performed in a different order. In some other
examples, various operations may be eliminated. In still other
examples, various operations may be divided into additional
operations, or combined together into fewer operations.
Although illustrated as sequentially ordered operations, in
some implementations the various operations may be per-
formed in a different order, or in some cases various opera-
tions may be performed at substantially the same time.

FIG. 6 illustrates a block diagram of an example computer
program product, arranged in accordance with at least some
embodiments described herein.

In some examples, as shown in FIG. 6, computer program
product 600 may include a signal bearing medium 602 that
may also include machine readable instructions 604 that,
when executed by, for example, a processor, may provide the
functionality described above with respect to FIG. 1 through
FIG. 3. Thus, for example, referring to processor 404, one or
more of the tasks shown in FIG. 6 may be undertaken in
response to instructions 604 conveyed to the processor 404 by
medium 602 to perform actions associated with measuring
packet processing time of end hosts through estimation ofend
link capacity as described herein. Some of those instructions
may include transmitting a compound probe comprising two
or more packets from a source host to a destination host,
enabling the compound probe to be time-stamped at each host
upon being received, optionally offsetting the estimated
packet processing time by a predefined constant value based
on a type of the destination host, and estimating the packet
processing time based on time-stamp values of the compound
probe as described previously.
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In some implementations, signal bearing medium 602
depicted in FIG. 6 may encompass a computer-readable
medium 606, such as, but not limited to, a hard disk drive, a
Compact Disc (CD), a Digital Versatile Disk (DVD), a digital
tape, memory, etc. In some implementations, signal bearing
medium 602 may encompass a recordable medium 608, such
as, but not limited to, memory, read/write (R/W) CDs, R/'W
DVDs, etc. In some implementations, signal bearing medium
602 may encompass a communications medium 610, such as,
but not limited to, a digital and/or an analog communication
medium (e.g., a fiber optic cable, a waveguide, a wired com-
munications link, a wireless communication link, etc.). Thus,
for example, computer program product 600 may be con-
veyed to the processor 404 by an RF signal bearing medium
602, where the signal bearing medium 602 is conveyed by a
wireless communications medium 610 (e.g., a wireless com-
munications medium conforming with the IEEE 802.11 stan-
dard).

According to some examples, a method for measuring
packet processing time of end hosts through estimation ofend
link capacity is described. An example method may include
transmitting a compound probe comprising two or more
packets from a source host to a destination host, enabling the
compound probe to be time-stamped at each host upon being
received, and/or estimating the packet processing time based
on time-stamp values of the compound probe.

According to other examples, the method may further
include selecting the packets in the compound probe of dif-
ferent sizes, selecting the packet sizes to define properties of
dispersion gaps, or estimating the end link capacity based on
measuring one or more intra-probe packet gaps. The intra-
probe packet gaps may be measured based on a comparison of
the time-stamp values.

According to further examples, the method may also
include estimating the packet processing time from a linear
relationship between the intra-probe packet gaps and packet
sizes of respective compound probe packets, offsetting the
estimated packet processing time by a predefined constant
value based on a type of the destination host, or estimating the
packet processing time over a plurality of multiple-hop net-
work paths. The method may also include repeatedly trans-
mitting the compound probe and estimating the packet pro-
cessing time under different network path conditions.
Alternatively, the method may include repeatedly transmit-
ting the compound probe and estimating the packet process-
ing time under high network congestion conditions.

According to other examples, a computing device for mea-
suring packet processing time of end hosts through estimation
of end link capacity is described. An example computing
device may include a communication module configured to
communicate with a plurality of other computing devices
over one or more networks, a memory configured to store
instructions, and a processor configured to execute a packet
processing timing module. The packet processing timing
module may transmit a compound probe comprising a train of
probe packets from a source host to a destination host,
enabling the probe packets to be time-stamped at each host
upon being received, and estimate the PPT based on time-
stamp values of the probe packets.

According to further examples, the PPT module may fur-
ther select the probe packets in the compound probe of dif-
ferent sizes, select the probe packet sizes to define properties
of dispersion gaps, or estimate the end link capacity based on
measuring one or more intra-probe packet gaps. The intra-
probe packet gaps may be measured based on a comparison of
the time-stamp values.
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According to yet other examples, the PPT module may
estimate the PPT from a linear relationship between the intra-
probe packet gaps and packet sizes of respective probe pack-
ets, offset the estimated PPT by a predefined constant value
based on a type of the destination host, and/or estimate the
PPT over a plurality of multiple-hop network paths. The PPT
module may repeatedly transmit the compound probe and
estimate the PPT under different network path conditions or
repeatedly transmit the compound probe and estimate the
PPT under high network congestion conditions. The comput-
ing device may be a network management server. Further-
more, the source and destination hosts may be a user end
device, a workstation, or a server.

According to further examples, a computer-readable stor-
age medium with instructions stored thereon for measuring
packet processing time of end hosts through estimation ofend
link capacity is described. The instructions may cause a
method to be performed when executed. The method may
include transmitting a compound probe comprising two or
more packets from a source host to a destination host,
enabling the compound probe to be time-stamped at each host
upon being received, and/or estimating the packet processing
time based on time-stamp values of the compound probe.

According to some examples, the method may further
include selecting the packets in the compound probe of dif-
ferent sizes, selecting the packet sizes to define properties of
dispersion gaps, or estimating the end link capacity based on
measuring one or more intra-probe packet gaps. The intra-
probe packet gaps may be measured based on a comparison of
the time-stamp values.

According to yet other examples, the method may also
include estimating the packet processing time from a linear
relationship between the intra-probe packet gaps and packet
sizes of respective compound probe packets, offsetting the
estimated packet processing time by a predefined constant
value based on a type of the destination host, or estimating the
packet processing time over a plurality of multiple-hop net-
work paths. The method may also include repeatedly trans-
mitting the compound probe and estimating the packet pro-
cessing time under different network path conditions.
Alternatively, the method may include repeatedly transmit-
ting the compound probe and estimating the packet process-
ing time under high network congestion conditions.

There is little distinction left between hardware and soft-
ware implementations of aspects of systems; the use of hard-
ware or software is generally (but not always, in that in certain
contexts the choice between hardware and software may
become significant) a design choice representing cost vs.
efficiency tradeoffs. There are various vehicles by which pro-
cesses and/or systems and/or other technologies described
herein may be affected (e.g., hardware, software, and/or firm-
ware), and that the preferred vehicle will vary with the context
in which the processes and/or systems and/or other technolo-
gies are deployed. For example, if an implementer determines
that speed and accuracy are paramount, the implementer may
opt for a mainly hardware and/or firmware vehicle; if flex-
ibility is paramount, the implementer may opt for a mainly
software implementation; or, yet again alternatively, the
implementer may opt for some combination of hardware,
software, and/or firmware.

The foregoing detailed description has set forth various
embodiments of the devices and/or processes via the use of
block diagrams, flowcharts, and/or examples. Insofar as such
block diagrams, flowcharts, and/or examples contain one or
more functions and/or operations, it will be understood by
those within the art that each function and/or operation within
such block diagrams, flowcharts, or examples may be imple-
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mented, individually and/or collectively, by a wide range of
hardware, software, firmware, or virtually any combination
thereof. In one embodiment, several portions of the subject
matter described herein may be implemented via Application
Specific Integrated Circuits (ASICs), Field Programmable
Gate Arrays (FPGAs), digital signal processors (DSPs), or
other integrated formats. However, those skilled in the art will
recognize that some aspects of the embodiments disclosed
herein, in whole or in part, may be equivalently implemented
in integrated circuits, as one or more computer programs
running on one or more computers (e.g., as one or more
programs running on one or more computer systems), as one
Or more programs running on one or more processors (e.g. as
one or more programs running on one or more Microproces-
sors), as firmware, or as virtually any combination thereof,
and that designing the circuitry and/or writing the code for the
software and/or firmware would be well within the skill of
one of skill in the art in light of this disclosure.

The present disclosure is not to be limited in terms of the
particular embodiments described in this application, which
are intended as illustrations of various aspects. Many modi-
fications and variations can be made without departing from
its spirit and scope, as will be apparent to those skilled in the
art. Functionally equivalent methods and apparatuses within
the scope of the disclosure, in addition to those enumerated
herein, will be apparent to those skilled in the art from the
foregoing descriptions. Such modifications and variations are
intended to fall within the scope of the appended claims. The
present disclosure is to be limited only by the terms of the
appended claims, along with the full scope of equivalents to
which such claims are entitled. It is to be understood that this
disclosure is not limited to particular methods, systems, or
components, which can, of course, vary. It is also to be under-
stood that the terminology used herein is for the purpose of
describing particular embodiments only, and is not intended
to be limiting.

In addition, those skilled in the art will appreciate that the
mechanisms of the subject matter described herein are
capable of being distributed as a program product in a variety
of forms, and that an illustrative embodiment of the subject
matter described herein applies regardless of the particular
type of signal bearing medium used to actually carry out the
distribution. Examples of a signal bearing medium include,
but are not limited to, the following: a recordable type
medium such as a floppy disk, a hard disk drive, a Compact
Disc (CD), a Digital Versatile Disk (DVD), a digital tape, a
computer memory, etc.; and a transmission type medium such
as a digital and/or an analog communication medium (e.g., a
fiber optic cable, a waveguide, a wired communications link,
a wireless communication link, etc.).

Those skilled in the art will recognize that it is common
within the art to describe devices and/or processes in the
fashion set forth herein, and thereafter use engineering prac-
tices to integrate such described devices and/or processes into
data processing systems. That is, at least a portion of the
devices and/or processes described herein may be integrated
into a data processing system via a reasonable amount of
experimentation. Those having skill in the art will recognize
that a typical data processing system generally includes one
or more of a system unit housing, a video display device, a
memory such as volatile and non-volatile memory, proces-
sors such as microprocessors and digital signal processors,
computational entities such as operating systems, drivers,
graphical user interfaces, and applications programs, one or
more interaction devices, such as a touch pad or screen,
and/or control systems including feedback loops.
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A typical data processing system may be implemented
utilizing any suitable commercially available components,
such as those typically found in data computing/communica-
tion and/or network computing/communication systems. The
herein described subject matter sometimes illustrates differ-
ent components contained within, or connected with, difter-
ent other components. It is to be understood that such
depicted architectures are merely exemplary, and that in fact
many other architectures may be implemented which achieve
the same functionality. In a conceptual sense, any arrange-
ment of components to achieve the same functionality is
effectively “associated” such that the desired functionality is
achieved. Hence, any two components herein combined to
achieve a particular functionality may be seen as “associated
with” each other such that the desired functionality is
achieved, irrespective of architectures or intermediate com-
ponents. Likewise, any two components so associated may
also be viewed as being “operably connected”, or “operably
coupled”, to each other to achieve the desired functionality,
and any two components capable of being so associated may
also be viewed as being “operably couplable”, to each other to
achieve the desired functionality. Specific examples of oper-
ably couplable include but are not limited to physically con-
nectable and/or physically interacting components and/or
wirelessly interactable and/or wirelessly interacting compo-
nents and/or logically interacting and/or logically inter-
actable components.

With respect to the use of substantially any plural and/or
singular terms herein, those having skill in the art can trans-
late from the plural to the singular and/or from the singular to
the plural as is appropriate to the context and/or application.
The various singular/plural permutations may be expressly
set forth herein for sake of clarity.

Itwill be understood by those within the art that, in general,
terms used herein, and especially in the appended claims
(e.g., bodies of the appended claims) are generally intended
as “open” terms (e.g., the term “including” should be inter-
preted as “including but not limited to,” the term “having”
should be interpreted as “having at least,” the term “includes”
should be interpreted as “includes but is not limited to,” etc.).
It will be further understood by those within the art that if a
specific number of an introduced claim recitation is intended,
such an intent will be explicitly recited in the claim, and in the
absence of such recitation no such intent is present. For
example, as an aid to understanding, the following appended
claims may containusage of the introductory phrases “at least
one” and “one or more” to introduce claim recitations. How-
ever, the use of such phrases should not be construed to imply
that the introduction of a claim recitation by the indefinite
articles “a” or “an” limits any particular claim containing
such introduced claim recitation to embodiments containing
only one such recitation, even when the same claim includes
the introductory phrases “one or more” or “at least one” and
indefinite articles such as “a” or “an” (e.g., “a” and/or “an”
should be interpreted to mean “at least one” or “one or
more”); the same holds true for the use of definite articles
used to introduce claim recitations. In addition, even if a
specific number of an introduced claim recitation is explicitly
recited, those skilled in the art will recognize that such reci-
tation should be interpreted to mean at least the recited num-
ber (e.g., the bare recitation of “two recitations,” without
other modifiers, means at least two recitations, or two or more
recitations).

Furthermore, in those instances where a convention analo-
gous to “at least one of A, B, and C, etc.” is used, in general
such a construction is intended in the sense one having skill in
the art would understand the convention (e.g., “a system
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having at least one of A, B, and C” would include but not be
limited to systems that have A alone, B alone, C alone, A and
B together, A and C together, B and C together, and/or A, B,
and C together, etc.). It will be further understood by those
within the art that virtually any disjunctive word and/or
phrase presenting two or more alternative terms, whether in
the description, claims, or drawings, should be understood to
contemplate the possibilities of including one of the terms,
either of the terms, or both terms. For example, the phrase “A
or B” will be understood to include the possibilities of “A” or
“B” or “A and B.”

In addition, where features or aspects of the disclosure are
described in terms of Markush groups, those skilled in the art
will recognize that the disclosure is also thereby described in
terms of any individual member or subgroup of members of
the Markush group.

As will be understood by one skilled in the art, for any and
all purposes, such as in terms of providing a written descrip-
tion, all ranges disclosed herein also encompass any and all
possible subranges and combinations of subranges thereof.
Any listed range can be easily recognized as sufficiently
describing and enabling the same range being broken down
into at least equal halves, thirds, quarters, fifths, tenths, etc. As
a non-limiting example, each range discussed herein can be
readily broken down into a lower third, middle third and
upper third, etc. As will also be understood by one skilled in
the art all language such as “up to,” “at least,” “greater than,”
“less than,” and the like include the number recited and refer
to ranges which can be subsequently broken down into sub-
ranges as discussed above. Finally, as will be understood by
one skilled in the art, a range includes each individual mem-
ber. Thus, for example, a group having 1-3 cells refers to
groups having 1, 2, or 3 cells. Similarly, a group having 1-5
cells refers to groups having 1, 2,3, 4, or 5 cells, and so forth.

While various aspects and embodiments have been dis-
closed herein, other aspects and embodiments will be appar-
ent to those skilled in the art. The various aspects and embodi-
ments disclosed herein are for purposes of illustration and are
not intended to be limiting, with the true scope and spirit
being indicated by the following claims.

29 <

What is claimed is:

1. A method to measure packet processing time of end
hosts through estimation of end link capacity, the method
comprising:

transmitting a compound probe comprising two or more

packets from a source host to a destination host;
enabling the compound probe to be time-stamped at each
host after being received; and

estimating the packet processing time based on one or more

oftime-stamp values of the compound probe and a linear
relationship between one or more intra-probe packet
gaps and packet sizes of respective compound probe
packets, wherein the one or more intra-probe packet
gaps are determined based on a comparison of the time-
stamp values.

2. The method according to claim 1, further comprising:

selecting the two or more packets in the compound probe of

different sizes.

3. The method according to claim 2, further comprising:

selecting the sizes of the two or more packets to define

properties of dispersion gaps.

4. The method according to claim 1, further comprising:

offsetting the estimated packet processing time by a con-

stant value based on a type of the destination host.
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5. The method according to claim 1, further comprising:

repeatedly transmitting the compound probe and estimat-

ing the packet processing time under different network
path conditions.

6. The method according to claim 1, further comprising:

repeatedly transmitting the compound probe and estimat-

ing the packet processing time under high network con-
gestion conditions.

7. A computing device to measure packet processing time
of end hosts through estimation of end link capacity, the
computing device comprising:

a communication module configured to communicate with

a plurality of other computing devices over one or more
networks; and

a processor coupled to the communication module and

configured to execute a packet processing time (PPT)

estimation module, wherein the PPT estimation module

is configured to:

cooperate with the communication module to transmit a
compound probe comprising a train of probe packets
from a source host to a destination host;

enable the probe packets to be time-stamped at each host
after being received; and

estimate the PPT based on one or more of time-stamp

values of the probe packets and a linear relationship
between one or more intra-probe packet gaps and packet
sizes of respective probe packets, wherein the one or
more intra-probe packet gaps are determined based on a
comparison of the time-stamp values.

8. The computing device according to claim 7, wherein the
PPT estimation module is further configured to:

select the probe packet sizes to define properties of disper-

sion gaps.

9. The computing device according to claim 7, wherein the
PPT estimation module is further configured to:

estimate the end link capacity based on measurement ofthe

one or more intra-probe packet gaps.

10. The computing device according to claim 7, wherein
the PPT estimation module is further configured to:

offset the estimated PPT by a constant value based on a

type of the destination host.

11. The computing device according to claim 7, wherein
the PPT estimation module is further configured to:

estimate the PPT over a plurality of multiple-hop network

paths.

12. The computing device according to claim 7, wherein
the PPT estimation module is further configured to cooperate
with the communication module to:

repeatedly transmit the compound probe and estimate the

PPT under different network path conditions.

13. The computing device according to claim 7, wherein
the computing device is a network management server.

14. The computing device according to claim 7, wherein
the source host and the destination host are one of a user end
device, a workstation, or a server.

15. A computer-readable storage medium with instructions
stored thereon to measure packet processing time of end hosts
through estimation of end link capacity, the instructions in
response to execution by a processor being able to cause a
method to be performed, wherein the method comprises:

transmitting a compound probe comprising two or more

packets from a source host to a destination host;
enabling the compound probe to be time-stamped at each
host after being received; and

estimating the packet processing time based on one or more

of time-stamp values of the compound probe and a linear
relationship between one or more intra-probe packet
gaps and packet sizes of respective compound probe
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packets, wherein the one or more intra-probe packet
gaps are determined based on a comparison of the time-
stamp values.

16. The computer-readable storage medium according to
claim 15, wherein the method further comprises: 5
selecting the two or more packets in the compound probe of

different sizes.

17. The computer-readable storage medium according to
claim 15, wherein the probe packets arrive at the destination
host with a zero-dispersion gap and the method further com- 10
prises:

estimating the end link capacity based on measuring the

one or more intra-probe packet gaps.

18. The computer-readable storage medium according to
claim 15, wherein the method further comprises: 15
offsetting the estimated packet processing time by a con-

stant value based on a type of the destination host.

19. The computer-readable storage medium according to
claim 15, wherein the method further comprises:

estimating the packet processing time over a plurality of 20

multiple-hop network paths.

20. The computer-readable storage medium according to
claim 15, wherein the method further comprises:

repeatedly transmitting the compound probe and estimat-

ing the packet processing time under high network con- 25
gestion conditions.
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